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Abstract-- Today's power grid is facing many challenges due
to increasing load growth, aging of existing power
infrastructures, high penetration of renewable, lak of fast
monitoring and control, etc. Utilizing recent devebpments in
Information and Communication Technologies (ICT) at power
distribution level, various smart grid applications can be realized
to achieve reliable, efficient, and green power. beroperable
exchange of information is already standardized irthe globally
accepted smart grid standard, IEC 61850, over the dcal Area
Networks (LANs). Due to low installation cost, suftient data
rates, and easy to deployment, the industrial-harde wireless
LAN technologies are gaining interest among power tilities,
especially for less critical smart distribution netvork
applications. Extensive work is carried out to exanme the
Wireless LAN (WLAN) technology within a power distribution
substation. The first phase of the work is initiatd with the radio
noise interference measurements at 27.6 kV and 13.BV
distribution substations, including circuit breaker switching
operations. For a detailed investigation the hardwee prototypes
of wireless LAN enabled IEC 61850 devices are dewpled using
industrial embedded systems, and the performance o$mart
distribution substation monitoring, control and protection
applications is analyzed for various scenarios usinRound Trip
Time (RTT) of IEC 61850 application messages. Finigl to
examine the real-world field performance, the develped
prototype devices are installed in the switchyard ad control
room of 27.6 power distribution substation, and teting results of
various applications are discussed.

Index Terms— Distribution substation automation, IEC
61850, IEEE 802.11, Intelligent Electronics Devicg$EDS), smart
grid.

|I. INTRODUCTION

IEEE, and A. Sham Senior Member, |IEEE

control, monitoring, and protection applicationsheT IEC
61850 [2] is already accepted in smart grid framdwo
worldwide for common information exchange among
Intelligent Electronic Devices (IEDs) within powsubstation
[3]. The IEC 61850 standard proposes Ethernet Lécah
Network (LAN) to integrate substation automationvides
supplied by different manufactures. Referenceggiprovide
assessment of IEC 61850 communication using witbdrBet
LAN. The wireless Ethernet LAN (presently standaedi in
IEEE 802.11) has already been included in smaid gr
roadmap of NIST (National Institute of Standardsd an
Technology) [3], and recent studies have demorstraihe
suitability of Wireless LAN (WLAN) technologies for
industrial environment as an extension of induktternet
for various industrial applications [7], [8]. Moreer, wireless
technologies are more promising to realize smaatridution
substation applications, especially due to lessngsnt
performance requirements and limited availabilityf o
infrastructure investments at power distributionele9]-[11].
Moreover, the international institutes have alsespnted the
potential of these technologies for future substagrotection,
control and monitoring related applications [125]1Product
developers for power utilities have initiated deyghg robust
wireless LAN substation automation devices [16],7][1
Although, some works on wireless applications fdvstations
have been demonstrated [18]-[20], there is no &ayough
investigation available in the literatures to examithe
performance of wireless LAN for the time delay riegment
criteria specified in IEC 61850 part-5.

This paper presents an assessment of wireless LAN
performance for IEC 61850 based smart distribution

MART distribution systems is crucial for realizingsubstation applications. The work started by idwginiy the

envisioned smart grid, especially in challengimgets with
high penetration of renewable energy resourcesg-iplu
hybrid vehicles, over many decades old power distidbn
equipment and networks. [1]. Therefore, the impletaion

potential smart distribution substation applicasiofor which
WLAN technology can be more suitable technicallyvas$l as
economically  (Section-lll). Then, the noise level
measurements are carried out at various 27.6 kV18mi kV

of Information and Communication Technology (ICT) i distribution substations using the commercial spectand

distribution substations is important to achieveelilgent
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network analyzers (Section-1V). Next stage of thisrk
includes the laboratory prototype development ofelsss
enabled IEC 61850 based substation devices, sualreless
Intelligent Electronic Devices (IEDs) and a Mergitnit
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network analyzer, and spectrum analyzer. The exatiom
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results from the developed hardware laboratorydiseussed communication; 4) part-9 for SV message commuiuna

in detail (Section-V). F_mal_ly, to analyze the _pmrﬁance_of B. |EEE 802.11- Wirdess LAN Standards
WLAN based communication network for various sngaitl . ) .
applications in the substation, the field testifgWireless |EEE 802.11 series standardize the wireless LAN by
LAN enable IEC 61850 network for various controldanylilizing unlicensed frequency of Industrial, Sdiéo and
monitoring, protection, and automation and meterifjedical (ISM) radio bands at 2.4 GHz and 5.8 GHZEE
applications are carried out at 27.6 kV distribntiubstation 802-119 is the updated version of WiFi standard aad
site (Section-V1). provide data rate up to 54 Mbps. Standard IEEE18G2uses
the relatively uncluttered 5.8 GHz frequency bandd a
provides data rate up to 54 Mbps. Newly releaseHEIE
802.11n standard is intended to increase data fatid=r, up

This section presents an overview of the two imgart :IO 600 Mbps. __These ereless_ LAN _technologles_ offer
smart grid standards, IEC 61850 and IEEE 802.11, exibility, portaplllty, and Iow_cost !nstallatlonver thg vv_|_red

’ technology which makes it suitable at the distiidout

A. 1EC 61850- Sandard for Substation Automation substation, where the data rate and performanagresgents
IEC technical committee TC57 has published firstied of are less stringent, as well as the cost of teclyyols more

the standard named as “Communication Networks aff@Portant. Moreover, the Quality-of-Service (Qo&)L] and

Systems in Substation” in 2003 [2], and the secedition of advanced security [22] can also be achieved ushig t

the standard is in progress for power utility. 181850 technology.

standard covers not only how to communicate (atgol),

but also what to communicate (information model§C 1. APPLICATIONS OFWIRELESSLAN IN SMART

61850 based substation automation devices shouiplgcthe DISTRIBUTION NETWORKS

standard communication stack (from Open Systems Potential smart distribution substation applicagiowith

II. WIRELESSLAN TECHNOLOGIES FORSMART DISTRIBUTION
SUBSTATION APPLICATIONS

Interconnection (OSI)-7 layer), as shown in Fig. 1. performance requirements and the mapping of thesetgrid
applications to IEC 61850 message types are prebémtthis
Sampled GOOSE/ Time Client.S section.
Values GSE Synchronization (“t::; ; ;gv;; Application
(type 4) (type 1) (type 6) T A. Enhancement of Distribution Control and Monitoring
ubP TCP Transport 1) Automatic Capacitor Bank Control
The VAR/voltage control device can be used to gwitc
P Network ON/OFF capacitor banks in order to control the tigagpower

flowing on the system, and to maintain the distiitru bus
voltage. By utilizing WLAN IEDs and industrial Acsge Point
(AP) for this application, not only enhances thentoal by
considering multiple control parameters, but alsaluces
Physical Medium (twisted-pair copper, coaxial cable, fiber optics) Physical Wiring COSt, since performance requirement aresmdngent
(refer Table-l).

Ethernet Link

Fig. 1. Message communication stack of IEC 61850.

In order to achieve appropriate performance ofowmi 2) Fast Distribution Bus Protection Scheme
automation applications, IEC 61850 specifies seypes of A dedicated bus protection may not be economical fo
messages mapped over the OSI-7 layer stack. Thedaav medium/low voltage distribution substations. Theref the
Sampled Value (SV) (type 4), and Generic Objecte@sd conventional method to protect distribution bus using
Substation Event/Generic Substation Event (GOOSEJGSvercurrent relays, where the loads on the buseareadially
(type 1) messages are time critical applications, therefore, (unidirectional power flow). The concept of fasstdbution
they are directly mapped to second—layer Etheraéd ink bus protection scheme is shown in Fig. 2, using GB@or
layer. The medium and low speed messages, e.g5-t®€8, TRIP and/or BLOCK messages to upstream IED. For
5, and 7, are referred to as client/server basedriet Protocol example, in case of feeder fault detection (showiFig. 2),
(IP) messages, and mapped over the TransmissiotraConthe Feeder IED sends BLOCK command over GOOSE to
Protocol/Internet  Protocol (TCP/IP) stack. The timgrevent operation of upstream IED.
synchronization messages (type 6) are broadcasied the 3) Load Tap Changer (LTC) Control and Monitoring

User Datagram Protocol/Internet Protocol (UDP/IR)ore
details of individual message types can be obtafred IEC ~ The transformer IED can control Load Tap ChangdiQ)-

61850 part-5 [2]. The IEC 61850 standard coversswihge t0 maintain the bus voltages within the predefineage. The.
of topics divided in total 10 parts. In addition fiest three IEC 61850 GOOSE message can be used to communicate

genera| parts (_1, 2, 3)’ other major parts of thtisndard RAISE/DROP the transformer tap Settings, which loarwell
utilized in work are: 1) part-5 for communicatiorwithin WLAN average delay.Moreover, the IEC 61850
requirements; 2) part-7 for modeling the informatim be GOOSE messages with current tap value can be
communicated; 3) part-8 based GOOSE messagemmunicated to the transformer IED over the WLAN
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network. And, the restraint slope of the differahpirotection various signals in a substation. This will minimimesh
IED can be adjusted adaptively (according to tipestatus). wiring among substation IEDs, eliminate need ofticize
digital fault records, and also help to reduce tegiance
issues in a substation.

CT - Current Transformer

CB — Circuit Breaker

AP — Access Point (of WLAN)

IED - Intelligent Electronic Device
OLTC - On Line Tap Changer

CT-1 - CT-2
‘.’ < CT1-3
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Fig. 3. Wireless LAN communication for Watt/VAR nsaiement.
C

Feeder IED Feeder IED [ Feeder IED
C °F
Fault

C

C. Application for Distribution Protection

1) Distribution Feeder Overcurrent Protection

Low Voltage (LV) distribution feeder is normallygiected
by an overcurrent (Inverse Definite Minimum Timé&MT
characteristic) relays. This protection applicatisrrelatively
less time critical as the fault current is not #igant and

1) Centralized IED Configuration IDMT overcurrent coordination always has a backupmf

The setting or accessing multiple substation |EBmn( the upstream relays. The operating time of these relayses
same vendor) using a vendor specific tool or aut@mafrom fraction of seconds to few second&e delay of around
configuration of all substation IEDs through celited IEC few tens of milliseconds is tolerable for this LWescurrent
61850-6 based substation configurator can easltyese by protection scheme. Moreover, the sampling frequency
exchanging IP files and commands over wireless LANs is required for this LV substation protection is ardu#80 Hz (8
a fast, easy, and low-cost solution for the notieai samples per cycle), which demands less channelwbidtd

Fig. 2. Wireless LAN communication for fast dibtrtion bus protection.

B. Advancement in Automation and Metering

information exchange within the control room. The wireless LAN based communication network for
2) Watt/VAR M r t by Broadcasting Voltage distribution feeder overcurrent is shown in Fig. 4.

Phasors
In distribution substation, it is common to obtaius el

voltage at every feeder (breaker) in order to catrtymetering
of active/reactive power, power factor, etc. ireader IED for
all three phases. The anticipated solution for &lpiglication is CB1
to multicast IEC 61850 sampled value (SV) over iess L—ﬁ

LAN containing all three phase bus voltages froniiedd

CT1

device (merging unit) or from a substation controbm, 27'3\1/3'8

where IED is connected to bus Voltage Transfornver) (as

shown in Fig. 3. The multicasting of these IEC @1&fsed CB2 " Other
SV messages over WLAN is not time critical, and reve cr2 | ol |
missing of data for few seconds is tolerable withaffiecting > t-Dedees 2 (¢
the metering applications. Wirc:la:s;

3) Didtributed Digital Fault Recording (DFR) '--f_“’

Modern protective digital IEDs have capability tecord Feeder 2 B ~* Feeder Bay

various user defined signals during an event aarag data Wireless IED
recordings. These digital IED recorders can begéigd to Feaze] Substation Control Room

start recording upon detection of a specific ev&hts concept Fig. 4. Wireless LAN for distribution feeder overcent protection.
uses IEC 61850 GOOSE messages over wireless LAN to
trigger all adjacent/corresponding IEDs in orderdoord all
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Summary of above discussed smart distribution stibst during the substation events, such as circuit lmeand
applications, with corresponding IEC 61850 messpges isolator switch operated in 250A of full load coinalh.
and allowable End-To-End (ETE) delay [2], [12]aabdlated Commercially available high resolution Agilent E440
in Table-l. Performance class P1 of IEC 61850-:dded, spectrum analyzer and AirPcap network analyzemagsl for
which applies to distribution substation bay orbi@ys with the substation noise and interference level measnts in
lower performance requirements, is consideredHhisrwork. frequency bands of IEEE 802.11 [23].

It is clear from the Fig. 6 that for the band of4£1to 2.5

TABLE | . ) ;
PERFORMANCEREQUIREMENTS FORSMART GRID APPLICATIONS GHZ noise |EVE| 1S Very lOW around _110 dBm WHdE the
IN A DISTRIBUTION SUBSTATION 2.4 to 2.44 GHz band due to other sources sendimgls on
Smartgiistr!bution C 61850 A"(()j\{vedbdf{lay QoS the same band, noise level is higher up to -70 doreover,
substation IE 185 at distribution priority o : :
applications Message (ms) levels it is _obser_ved that _the peak§ in noise level (dBRia) not
Control & Monitoring coincide with switching operation of CB, but these due to
Automatic Capacitor GOOSE 500-1000 4 surrounding radio devices.
Bank Control
LTC Control and GOOSE
Monitoring 250-500 6
Fast Transfer Trip GOOSE 400-500 5

Scheme for BL

Automation & Metering Application
Watt/VAR IP messages /

AirPCap Network

Measurement Sample Values 1000-5000 3 Analyzer
Centralized IED IP messages
Configuration 1000-10000 2
Protection .
Feeder Over current| Sample Value & 20 7 .
Protectiol GOOSE I

' B

Furthermore, the enhanced QoS (as per IEEE 802ig1e) / q'A__::«./ / '
implemented by setting 3-bits of user priority lesvim 2-byte g\ ‘ r\gﬂmwm ¥
QoS field from 0 (low) to 7 (high). By this way, N@us smart N ﬁ Analvzer ,A,\’:
grid appllcat!on message types can have differeripes Fig. 5. Noise measuremen‘t setup close to 13.8 rﬁ kV switchgears at
/QoS according to the allowed message delay, asrshiothe  London- Hydro distribution substation.
table. Before carrying out performance evaluatidnthese
smart distribution substation applications, it msportant to
study distribution substation noise levels, as gmésd in

\,

following section. 40-
£

[V. SUBSTATION NOISEMEASUREMENTS AND ANALYSIS g -60-
£

The radio interferences from deliberate or inadwert 5 g
external sources may slow down the transmissiordatdf by 3

causing the WLAN to re-transmit messages. Hence’seno%-mo\

level measurement is important before applying Mg 2_120
5

technologies to Air Insulated Substations (AlS).eTiadio 25 T~ te
noise sources in a power substation environment lwan \ 948_ e 15 2
classified in two different types: 1) Electro-Matijope  x10 T,

i i 4
Interferences (EMI) from gap or insulation breakdogue to Frequency in Hz 0 Timelss

switching operation of Circuit Breaker (CB) or iatir
switch, lightning discharge, corona discharge, ;et2)

Interferences from other radio devices installedthini qditi ise | Is (in d h ianaiNoi
substation or in vicinity of a substation. In addition to noise levels (in dBm), the Signakoise

In this work distribution substation noise measteata are a0 (S,NR) is also measgred using A_|rPcap. Th(e_IeTHb
obtained during circuit breaker operation, on-logération of summaries the res'ults_ ob'talned from various soesiami 13.8
isolator switch, and ambient substation noise (ideb kV and 27.6 kV distribution substations. It can dieserved
interferences from other surrounding radio devicésy. 5 from th_e m|n|ml.Jm.$NR (mammum noise I_evgls) cqut‘pat
demonstrates the substation noise measurement getap the_re s no significant impact of d'Str,'bL!t',on sphmn
local distribution substation owned by London Hydre, switching events. However, there is a significampact of

Ontario, Canada. Noise is measured at four diftere(ﬁther WLAN devices installgd_ in vicinity of subseat. The
substation locations of 27.6 kV and 13.8 kV durimgrmal detected WLAN based WiFi networks around 27.6 kv

operation. Out of which, One of the substationosated in substation were more as compared t9 13.8 kv dugrtlgn
downtown area of the city. Moreover, noise is atseasured area. And hence, the SNR measured in 27.6 kv &

Fig. 6. 3-D plot for the noise measurement intfaAds.
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more than 13.8 kV.

TABLE Il
RESULT SUMMARY OF NOISE MEASURED WITHINDISTRIBUTION SUBSTATIONS

Substation Scenario Min. Max. Avg.
SNR SNR SNR
(dB) (dB) (dB)
13.8 kv su'bst._altlon without 17 36 31
switching
13.8 kV Substation With CB
switching 16 38 32
27.6 kV su_bst_atlon without 14 24 18
switching
27.6 kV substation with CB
switching 15 26 19
27.6 kV ;ub_statlon W|th isolato 13 2 19
switching operation

To investigate the impact of above substation nreasu
noise performance on WLAN for smart distributiorbstation
application, the IEC 61850 devices are developathduhis
work, as discuss in the following section.

V. PROTOTYPESDEVELOPMENT OFWLAN ENABLED IEC
61850DEVICES IN ALABORATORY

An Industrial embedded system is used to developlegs
enabled IEC 61850 devices in a laboratory. Thisusgtdal
embedded system is equipped with: 1) Intel's DH558CX
mother board with 3.2 GHz processor; 2) ANTEC susitial

5

messages (which include current/voltage signalsainéd
from PSCAD/EMTDC simulation) to the P&C IED. The B&
IED implements inverse over-current protection fiows. In
case of short-circuit fault condition on the comgointo be
protected (i.e. distribution feeder in this casg)pvotection
IED, the protection IED issues a trip command tocuit
breaker using IEC 61850 GOOSE message. Upon regeivi
IEC 61850 GOOSE, the MU calculates total protectiome
by subtracting GOOSE receiving time with sendingetiof
SV message which corresponds to the fault inceptiioe.
Detailed functionalities of these four prototypddEC 61850
devices are described below:

A. Development of Wireless Processing |1ED

Fig. 7 illustrates the functional diagram ofPaocessing-
IED with the major function blocks only. As depictedHig.
7, processing IED has two separate real-time tlsread
implemented using RTOS. These threads are exeduted
parallel, such thaProcessing-IED can send or receive IEC
61850 messages at the same time. Thread-1 functioms
executed for sending IEC 61850 messages at remuéaval;
whereas, thread-2 captures IEC 61850 message amplutes
total RTT/message delay over the wireless LAN. Am# of
thread-1, each IEC 61850 message has following 6E&50
compliance  WLAN settings: i) WLAN Medium Access
Control (MAC) address; ii) Basic Service Set (BSB) iii)

hardened 3U rack-mount chassis; 3) CISCO's Links§@herType/IEC 61850 based Application IygplD); and iv)
WMPG600N wireless LAN Network Interface Card (NICjthv Unique message ID/counter. WLAMAC addresses specify

IEEE 802.1i protocol and up to 128-bit encryptiam Eyber
security; and 4) QNX Real-Time Operating System QFS].
Hard-real time performance of the IEC 61850 devites
achieved with the help of various capabilities of teal time
platform, such as, hard-real time timers, multetds for
parallel processing, input/output packetio-gkt), etc.
Moreover, WLAN communication card driver is deveddp
usinglibpcap library functions.

Normally, Round Trip Time (RTT) of communication
messages is measured in order to evaluate therperfice of
communication network. Hence, two WLAN enabled |EDs
developed to study RTT for various IEC 61850 messag)

Processing-IED; and 2)Echo IED. These IEDs resembles the

functionality of any IEC 61850 based devices comiteting
control, monitoring or metering application (GOOSH
client/server based IP) messages. Phnecessing-lED sends
IEC 61850 messages with a unique ID and regisemgisg
time using hard-real time timers. On the other h&oto-IED
upon reception of the IEC 61850 messages, it edlok-the
same message to tReocessing-1ED. Finally, Processing-IED
matches the unique ID of the IEC 61850 message
calculates RTT by subtracting receiving time of ebtlack
IEC 61850 message with the registered sending tfmthe
same IEC 61850 message.

Furthermore, in order to investigate the perforneand
earlier discussed distribution protection applimati the
developed IEC 61850 based devices are: 1) MU plégend

source and destination MAC addresses, and BSS #ppbked
according to Access Point (AP) of wireless LAN.

. Tabulate RTT = T2-T1
in msec

3
EC 61850

Real Time Thread-1

WLAN Packet
Settings

onfigure
message

and Set IEC 61850 message

Bits using Counter

Check
message

Bit counter

A

Filter IEC 61850
message
Packet

t

Capture Packet and
Get CLK T2

Generate IEC 61850
message Packet

. ONX
Hard-real |
time CLK

y
Get CLK T1, and
Send IEC 61850

WLAN
NIC &
driver

=

Fig. 7. Functional block diagram of the developeérklgss processing IED.

and

IEC 61850 has already specifies ApplD in orderdentify
IEC 61850 protocol and message type. Moreover, ¢&€h
61850 message has been stamped with a uniqueficksitin
number using a digital counter in order to compR{ET.
Second function of thread-1 configures IEC 6185Gsage,
and also stamps unique packet ID. Thereafter, Hi 61850

2) Protection & Control (P&C) IED. The merging unitmessage is scheduled for transmitting over thelesiseLAN.

playback communicates the IEC 61850 sampled val
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the internal buffer using the hard real time clq€d.K) of prepared offline, the QNX target machine can scleethe SV
RTOS. The thread-2 ofrocessing IED is continuously packet delivery, as explained in [24].

reading the WLAN NIC card for new packets, and estothe Two separate threads are implemented to develop MU
reception time (T2) for each IEC 61850 messagegu€iNX playback. Thread-1 schedules SV streams of WLAM ddit
CLK. Next function is to filter out IEC 61850 megea and 480 Hz, and registers the QNX CLK time of SV messag
identify packet ID/counter. From packet ID, thréadgsulls corresponding to fault inception (T1). Thread-2 toags
message sent time (T1), and subtracts received iithethe WLAN messages and filter IEC 61850 GOOSE, upon
sent time to compute total RTT. reception of GOOSE (Trip) message from protectie,lthe

B. Development of Wireless Echo-IED MU calculate the time difference between first S\éssage

] ) ) ) corresponding to fault sent and the GOOSE/Trip aumpss
Fig. 8 describes the major functions developed th |oceived.

Echo-1ED.
Real Time Thread - 1 |
Encapsulate IEC
—
61850 Message SV Packet Scheduli s SV Packet a SendSV |’
h ACKeLSG ° ault inceptio) ) Packet l
NO
I ) ;
Change WLAN . Yes I
IEC 61850 I
Message Settings Send IEC 61850 Get CLK T1 ]
Message [ L. (o —— PSR EEN
WLAN QNX Hard- */_’
NICand | 5 real time CLK A7
. < o] ) 5] ! 3 e
IEC 61850 ¢ Packet Capture driver I Total Time of Real Time Thread - 2 .
Message Dissect and Filter . OI}C;B‘;OIF I
Fig. 8. Functional block diagram of the developerkiess echo IED. 5 Y

(11))

A
Upon reception of a packet from tReocessing-1ED by the || Get CLK T2 TEC 6114 Filtr |‘|— Ve driver
packet capture function from WLAN transceiver drivéhe
Echo-1ED filters for the IEC 61850 message. And, th . — - —. == —.
received IEC 61850 messages are dissected to SSe@EPE Fig. 10. Functional block diagram of the developéttless MU.
and destination addresses. Finally, the messagecapsulated
and scheduled to send it backRimcessing-1ED over wireless
LAN. D. IEC 61850 Based Wireess Protection and Control (P&C)
I[ED
C. 1BC 61850 Based Wireless Merging Unit (MU) Playback The P&C IED developed for distribution feeder pobien

~Fig. 9 illustrates the flow diagram of obtainingr@nt s jjystrated in Fig. 11. The digital over-curreptotection
signals from PSCAD{EMTDC simulation tool, and cortivey algorithm is developed based on [25], [26]. Oncetgxtion
these data streams into IEC 61850 SV messagespdWer |ep gpens communication port with WLAN NIC drivesing

system model of a distribution substation, andoweishort- libpcap, it starts capturing packet over WLAN network, and
circuit scenarios are simulated using PSCADE/EMTDEBe  fjjters the packet for IEC 61850 SV messages.

current signals for all these simulated scenariesracorded

using the standard COMTRADE file format. In Windows
machine the IEC 61850 SV messages are configuobatiing Signal processing & | f:)llssesc; (;)l;r:(er:t;
WLAN packet settings, and converted COMTRADE data i Phasor estimation 0 Bufferifl;
captured packet file format*:pcap” using libpcap tool in ! < f
offline at desired sampling rate. Overcurrent
Protection function IEC 61 850. sV
(PTOC, 5.0) Message Filter
Q SVpkt.pcap f
—_— —_—
\ COMTRADE peap files Capture WLAN
Files Packet
Distribution substation Windows M/C for Storage r
simulation using File conversion WLAN
PSCAD/EMTDC NIC& |5
Fig. 9. Offline generation of IEC 61850 SV messages Conﬁlg(:urrfar r(i;;)OSE »| Dispatch GOOSE ol driver |
The merging unit is implemented as a real time ddf@. 11. Protection and control IED functional toc
playback as shown in Fig. 10. Once tB¢pkt.pcap file is The current signal value is dissected from each SV
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message, and stored in buffer. The short-circuitditoon is
detected, and time of operation is determined lmerOver-
Current protection function (i.e. PTOC Logical Ned# IEC
61850) as discussed in the Appendix. The IEC 6186 SE

7

network traffic, signal and noise strength at eadreless
transceivers, etc. The different levels of electragnetic
interferences are generated using microwave oved
cordless phone; whereas, radio frequency interta®rirom

an

other wireless LAN devices are obtained using wssltraffic
generator which can inject various types of messameer
VI. LABORATORY TESTING, RESULTS& DISCUSSION different wireless LAN channels.

Fig. 12 shows the laboratory test set-up to ingasti the ~ AS listed in Table |, the smart distribution sutista
performance of wireless LAN for IEC 61850 base@Pplications are classified in three types of IE@®) defined
distribution substation. messages, such as sampled values and GOOSE messages

, directly mapped to data link layer and client/seru@
Q ‘ messages over TCP/IP. A remote MU (installed oatshe

message is configured to send TRIP signal to the MU

Wireless AP Network analyzer

laboratory) communicates SVs and client/server ages to
wireless P&C IED within the corresponding BSS. AC&D

1_‘-' ‘ sends GOOSE messages to MU. Moreover, processidg an
Wireless echo IEDs exchange client/server IP and GOOSE rgessa

using wireless AP.

A. Lab Testing of Distribution Control and Monitoring
Applications

To study the performance of IEC 61850 based WLAN fo
control and monitoring applications, the RTT of B®OSE
message is measured by setting Rqocessing- and Echo-
IEDs in the described laboratory setup. Different dittes
offered by WLAN technologies, i.e. 1, 11, and 54 gdpare
considered for this analysis. Fig. 13 shows theDS@ RTT
over WLAN at 1, 11, and 54 Mbps data rates. Ithsesved
that with 1 Mbps the average delay of GOOSE is mst
whereas, maximum delay is around 15.2 ms. For 1EMibhe

The prototypes of substation protection and autmmat gyerage and maximum GOOSE RTT delays are 3.8 nis, an
devices (as a part of substation control room)defgloyed in 67 ms respectively. It can also be inferred fréra Eig. 13
the laboratory include wireless IEDs, wireless A®oint that, with higher data rate of 54 Mbps the maximdetay
(AP), spectrum analyzer, network analyzer, and fitraf ,equce to 4.2 ms, and average delay is around 8.5urther

generator as shown in the figure. investigation is carried out at 54 Mbps.
The field devices, such as MU and radio noise gditar

sources are installed outside the laboratory (hotvs in the
figure). Wireless IEDs, MUs, and traffic generatare
developed using industrial embedded computers watid-
time platform as discussed in the previous subsectlhe
commercial wireless AP designed for substation remment
is used in this setup. The wireless AP [27] fa&is the
communication among wireless IEDs within the wissle
LAN. Moreover, industrial wireless AP also allowscsrity
networks based on IEEE 802.11i [22], IEEE 802.1XIRAS
for wireless user traffic and distributing dynangocryption
keys, and QoS based on IEEE 802.1Q. Hence, thdagpede ;
industrial-harden wireless LAN in the laboratoryt nanly 0 S
enhances network security, but also facilitatesialég
communication links, and additional noise atterarati
features, which are very promising for next genenat
communication infrastructure for the smart gridspectrum  1esting is done to analyze the time critical GOOSE
analyzer is used to measure radio noise and interte levels Message delays for various noise levels. The SNireasured
within the setup [23]. AirPcap with Pilot tool issed as a UsSing AirPcap network analyzer in the laboratoryndA
network analyzer to analyze and monitor the suiostat different noise levels are generated using micr@vaven,
wireless LAN [28]. A network analyzer is configuréml the cordless phones, traffic generator. The noise ssurare
promiscuous mode to sniff all the packets from emire turned ON/OFF during the performance study to djoseeate
IEEE 802.11 based wireless LANs. It captures al tata various noise profiles measured in the distribusabstations
packets form the network, and displays all varistasistics of (€-9. Fig. 6) in a laboratory environment. It can dbserved

transceiver

Wireless [ED L
- Spectrum analyzer _ /
Fig. 12. Wireless LAN setup within laboratory.

e

-1 Mbps network
---11 Mbps network
—54 Mbps network

-
o
T
L

GOOSE delay in ms

10 15
Time in sec
Fig. 13. GOOSE RTT delay with different WLAN datetes.
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from Fig. 14 that the GOOSE message delay incrdases5 rates.
ms to 10.2 ms, as well as, the throughput of WLANuce to TC' Lab Testing of Protection Application

6930 Kbps as the SNR reduces from 23 dB to 11 di& o o )
The P&C IED is installed within laboratory, wherédb is

noisy environment causes higher bit-error-rate imessage, 3 s
and therefore, the message may be discarded aetkéver. moved to remote location from the laboratory asashim Fig.

Thus, the same message has to be retransmitted twer12- The communication of SV stream of messages futith
network, which can cause higher delays. The dedyained © P&C IED is initiated. The MU is streaming datackets
for the GOOSE messages are still within the alldeaime With digitized voltage and current signals at 48 k8

delay requirements (10ms ETE delay or 20 ms RTT). samples per cycle), which is specified as the paefe
sampling rate for distribution substation accordiaghe IEC

12000 61850-5 standard. The operating time of the A-pledement

12 »
~Throughput (kbps) & s tested for various Time Division Multipliers (W), with
10rt ~Delay @S)].......ooeed 10000 multiple of pick-up (M) is 7, with A-phase line ground (A-
» £ G) fault. Table Il demonstrates the results of remerrent
E 8000 5 protection element performance over wireless LANeT
o~ g- protection operating time using MATLAB simulatiomlg
E’ 6000 g‘) includes execution of IDMT logic part (of the alghm
o T —— * e explained in Appendix), and hence it does not idelu
= 4 4000 S communication and hardware related delay components
A Z
2, 2000 < TABLE Ill
Q =
U B OVER CURRENT ELEMENT OPERATING TIMEBM =7, A-G FAULT
(f() 15 20 2'5’ TDM Over current Relay Operating Time
Signal to Noise Ratio (SNR) in dB MATLAB From har(c'lo\vflaa::eaun) Difference Difference
Fig. 14. GOOSE delays with various noise level gmdughput. simulation (no testing (comm. delay) in
comm. delay) (in sec) (in sec) Percentage
(in sec) (%)
B. Lab Testing of Automation and Metering Applications 0.05 0.19373 0.201 0.00727 375
: , : 0.10 0.30833 0.3228 0.01452 471
Tgstlpg of _RTT/m_essage de_lay for automation ar_1darmg 0.20 05375 0561 0.0235 137
applications is carried out using IP message conation |40 0.995833 1.012 0.01616 1.62
betweenProcessing- and Echo-IEDs as a part of discussed 0.60 1.4521 1.472 0.020015 1.37
As shown in Fig. 15, the average delay of the ngessa 1.00 2.531 2:55 0.01938 0.7

communication is 167 ms; whereas, the maximum daay
320 ms, for 1 Mbps data rate. Similarly, the maximdelay
of IP message is around 102 ms, and average deb8/ms.

It can be observed from the table that the maximum
difference between time of operation obtained flMMATLAB
(which does not include any communication delay)d an
3 WLAN field setup (including WLAN communication defais

19 -+-1 Mbps network 4.71% (14.52 ms), which is not significant for distition
---11 Mbps network substation protection.
= - —54 Mbps network
= - :\/ VII. FIELD INVESTIGATION RESULTSAND DISCUSSION
Z 102 “’e““?w, . "fh This section presents the assessment of wirelesd LA
2 T e T 3 e enabled devices in a harsh environment of distiobut
B ey y . /8 %/ . "1 substation. Several substation site visits are woted at
Sio ok N A Sheeads /5e | 13.8kV and 27.6 kV substations in London, Ontarieaa
owned by London Hydro Inc. The field testing result
10" ; ; i presented in this paper are obtained using wirdlédé IEDs
0 5 10 15 20 installed in two 27.6 kV substation switchyard atend and
Time in sec in the control room at another end. The distan¢eden these

two wireless LAN devices (control room to switchypiis

approx. 75 meter. The performance of GOOSE, ovaent
It can also be observed from Fig. 15 that the marim protection, and client/server communication is dest@ted

RTT of IP messages for 54 Mbps data rate, is 26 and, below. Fig.16 shows the on-site measurement setuihea

average delay is 23.5 ms. The IP messages expesiéigher 27.6kV London hydro distribution substation.

communication delay due to low priority (as per Qd&can

be inferred that the network delay is more stalplé smooth

with 54 Mbps, as compared to previous 1 and 11 Migia

Fig. 15. IP message delay at different data rates.
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A. Field Results for Monitoring and Metering Applicationsin
27.6 kv

Table IV shows the average and maximum RTT father side, wireless MU sending SV messages toegiion

GOOSE messages used for various applications iathekV
distribution substation.

20

IP delay in msec
&>

o

()]

i i
00 5 10 15

Time in sec
Fig. 17. Delay of Client/ Server Messages

20

C. Field Results for Over-current Protection Applications

The wireless protection IED with over-current elee
installed in a control room of a 27.6 kV substati@n the

IED kept in the field. The result for the over @ant element
operation is tabulated in Table V for the A-G faalkment.

TABLE IV TABLE V
GOOSEDELAYS WITH VARIOUS SWITCHING INSTANT OVER CURRENT ELEMENT OPERATING TIMBM =7, FAULT TYPE=A-G
Scenario Avg. Delay | Max. Delay (ms) TDM Over current Relay Operating Time
(ms) (AG Fault)

27.6 kV substation-1 without] 35 6.8 From From Difference Difference
anyswitching operation ) ) MATLAB Wireless between Percentage
27.6 KV substation-1 with 7.47 simulation LAN hardware and (%)

SF6 CB switching 36 (in sec) hardware simulation

27.6 kv supsta_tion-z without] 34 752 -(Eﬁsst;ng (in sec)

57 kvsxtt;:sht:t?on—z e 0.05 | 0.19373 0.194727 0.00927 478

6i|-tankCB switchine 35 7.51 0.10 0.30833 0.326058 0.017728 5.75

57 6 KV substation-2 with 0.20 0.5375 0.555076 0.017576 3.26
isolator switching 3.7 6.91 0.4C 0.99583: 1.0117¢ 0.01592 1.6

0.60 1.452083 1.500 0.047191 3.25

0.80 1.910411 1.9634 0.052987 2.77

It can be observed that switching of (SF6 and ailk) 1.00 2513360 2544776 0.031416 1.25

circuit breakers do not have significant impacttioe average

delay of GOOSE message. Moreover, the maximum delaylt can be inferred from the results that differeatween the

registered for this substation is around 15 msgchvig within
allowable range of IEC 61850 standard.

B. Field Results for Monitoring and Metering Applicationsin
27.6 kv

Various client/server applications are tested iA7e6 kV
London Hydro Inc. distribution substation. For tlisalysis,
processing-IED is setup in the control room, anldoglED is
configured close to 27.6/13.8 kV transformer. VasiolP
packets are communicated between substation cordooh
and switchyard over wireless LAN. The results ofedifrom
this testing are discussed below.

Fig. 17 shows RTT of client/server (IP) messagesah be
observed that IP messages (for client/server agfits) have
average delay of 24 ms, whereas maximum delayasnar
25.1 ms.

over current relay operating time, from MATLAB sitation
and from Wireless LAN hardware testing in term ro$,
which is considerable, as over current relay opggaime is
in terms of seconds. And, the maximum percentaffereit
due to WLAN communication delay is 5.75% (17.73),ms
which should be acceptable at less critical LV ribstion
level applications.

VIIl. CONCLUSION

Smart distribution substation is one of key elemmetud
realize the vision of green, safe and reliable srgad. With
the recent advancements in industrial-harden WLAN
technologies, it is considered as one of the piaent
technologies for IEC 61850 based smart grid. Sévareart
control, monitoring, and protection applicationsWEAN in
IEC 61850 based smart distribution substation demtified
and its performance requirements are discussedisntork.
The radio noise interferences are measured in Lohtjalro’s
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13.8 kV and 27.6 kV substations. The average SNBsored (tj) at sampling frequency (time difference) neede carried

from the various scenarios in 13.8 kV and 27.6 k¥stations out.

are 31 dB and 18 dB, respectively, mainly due twosunding
radio devices. Details of hardware prototypes dgwelent of
four WLAN enabled IEC 61850 devices are presentgdgu
industrial embedded computer with hard-real timerapng
system. TheProcessing-IED and Echo-1ED are developed to

analyze Round-Trip-Time (RTT) of IEC 61850 based

communication message/information exchange forrobanhd

automation applications, using IEC 61850 messages.

Moreover, the protection & control IED and mergingit
playback are developed to investigate delay incuroger
WLAN for LV feeder over current protection. Fronbtaatory
setup at 45 meter distance between IEDs, the awdRag of
smart distribution substation control applicatio(GOOSE
message) is 3.5 ms; whereas, for automation apiplsa(IP
messages), it is 23.5 ms at 54 Mbps data rate nfdrémum
percentage of operating time of over current ptatacis
4.71%, and corresponding delay is 14.52 ms. Theagee
radio noise level should be higher than threshofickv can
result into low throughput and higher delay, whiéh
identified as 16 dB in this study. Finally, thelfigesting of 54
Mbps WLAN is carried out by installing the develdpe
prototype devices in harsh-environment of 27.6 k¥dssation
at 75 meter distance. The maximum GOOSE RTT obddrve
distribution substation is 15 ms, and for IP messRdT is 24
ms. The maximum percent of communication delay Lfgr
feeder overcurrent protection is 5.75% with coroegfing
delay of 17.72 ms, which is within limit of totall@vable
delay of few tens of ms. This comprehensive ingeasibn
using laboratory and field test demonstrate suitgbof
industrial WLAN for some of the presented innovatsmart
distribution substation applications.

IX. APPENDIX

The functional flowchart of digital over-currentgbection
element implemented in wireless protection IEDhigven in

Fig. 18.

The digital over-current protection algorithm isvdeped
based on [25], [26]. The SV data loss can be hanaéing SV
estimation/interpolation algorithm explained in.[#je digital
values of all three phase and neutral current &gase
dissected from SVs, and mimic (differentiator)efilis applied
on these raw data streams to remove decaying D @a@oemts
from current signals. The RMS values of the cugeate
estimated from real and imaginary components ofpthesors
(obtained using Discrete Fourier Transformation TPHlters

for real and imaginary parts) using piecewise linea

approximation technique. The values of coefficignts x and
y) for two region approximation are multiplied wilérge (L)
and small (S) components of the current phasorsl, Ame
multiple of pickup (Mj) is calculated by taking ratof current

Initialization

Load Settings for
Over current
Protection

Capture packet from WLAN|
NIC -

Filter for IEC 61850 SV
message & Dissect the
current signal smaples

Apply mimic filter to remove
decaying DC components & real
and imaginary DFT filter to obtain

Ir,j and Ii,j
_—— no_| LetLj=Jiijl&
~__Islinj| > lij] __—=—% Sj = |Ir,j|
YPS*
LetLj=|Irj| &

Sj = [1i,j|

\ 4
Take ratio Rj = Sj / Lj

‘ No | Letx=0.6163,
IsRj<0.25 >— y =0.3660
YES

Let x =0.7036,
y=0.0873

\ 4
Calculate,

RMS Irms,j = Lj*x + Sj*y
Mj = Irms;j / Ipeakup
tj = TDM * [K / (ME — 1)]

'

NO [ .
Is Irms,j > Ipeakup ———= Zj =0

YES¢

Zj:Kc/(fs*tj)‘

le———————————
Y
/:\,/ is -
~_ NO
< ZZ,>K4 > A
~_ ja1
YESl

Configure message GOOSE (Trip)

!

Send GOOSE to WLANNIC ——————— |

RMS with its pickup (i.e. settings of over-curregiement), Fig. 18. Overcurrent algorithm implemented in petiten IED.
which is part of protection operating time (tj) etjon of
inverse-time-over-current characteristics. To deiee the
time delay corresponding to the current in the ¢utsd
equipment, the integration/sum of all instant oéiging time

Finally, if this summation/integration is higher ath
operating area (Kc) then over-current element pigksThis
pickup of over-current protection element is cominated to
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MU over wireless LAN using IEC 61850 GOOSE. Therefo
the over-current trip bit is set to high in GOOSEssage and
it is retransmitted several times using WLAN NIC.
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